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Federated User Management
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ESA EO ldentity Management Functions
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Internal ESA EO Federation: Short Term Mid/Long Term
ECP STS, Inter federation Space Identity Management
Attribute Authority ESA joining Federation
FIM management IDEM/EDUGAIN
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ESA EO SSO Today

~|5 Applications

Earthnet Online
Virtual Archives
RSS Services
SSE Services

Earthnet
Online

SSE/RSS

Others

Virtual Landsat GRID
Archives 5-7-8 Services
GMES
HMA

authentication
server connected
to single users
repository

(serwce Grid Services
Providers) fully Landsat 5-7-8 data
integrated CDSV2
HMA DAIL
Others
Single Security

implemented by
separated security
zones as for ESA
Directives

Level |
Network zone

EO Authentication Server

Ongoing/Planned

Sentinels

CDS v3

Level 3
Network zone

User Repository DB

Users Community |

Users Community n
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i Problem areas addressed by
ldentity Federation

® ESA EO Internal Federation (e.g. ESA Copernicus, etc.)
® ESA EO Mirror Sites:
® ESA data distributed by 3rd parties (e.g.Nasa,VITO)

® ESA distributing other organisations’ data
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® _ oporatve boenario amongst federation partners: '
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Why Federation is important!?

It is a Key enabler for Federating users communities belonging
to different organisations (e.g. space agencies) to easily share EO
datal/services by allowing cross authentication and authorization.

® Users management in charge of the Home Organizations:

® ESA manages/authenticates ESA’s users, Nasa manages/
authenticates Nasa’s users
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Federation Context

Independent Distributor
(e.g. Eurolmage, VITO)

ESA Data

NASA/NOAA FSAI Z"’Tta Third Party Data
Data ESA Data nclly ng (non-ESA
Copernicus .
missions)
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B. ESAEO B. ESAEO

Mirror Sites Mirror Sites 3 :}3
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3 Local Communities

NASA/NOAA. Users DDJ
V

Communities
Social Networks

St LSES LUy C. Inter (e.g. Facebook, Google,

;f/-‘l :)' C. Cooperative , \ Federation
8 Scenario ’ \ Scenario
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Missions Data

(including A. Internal

. Social Networks’ Users
Sentinels) LTDP Data Federation

Communities

Thematic Communities
e ! e ! A. EO ESA A.EO (Scientific, Academic, ...

Domain Copernicus
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Cooperative Scenario

®  Organisations provide their
own data and services to any
federation members

Federated ESA Federated ESA ° Data Policy Agreements
User  Users User Users established within the
- ) ® - federation and implemented

(.‘ (.‘ (.‘ (.‘ via authorisation.

®  Users registered with any

federated organisation can

Data Service access data of any other

N TR Providers Federated federated members if

Service Dissemination Service authorised

®  Users always authenticate via
their own organisation

ESA AAI I —— ®  Users’ access Reporting
Home AA| available to Federation
members

Federation
Authentication _
Authorisation 4 i $ '\" d ) " . - .'. o ~ ~ = . ..- et M
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Service Registration

Authentication
Authorisation

Registration

Registration

Federated Reportin :
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The ESA-FIM4R Vision

Federated ldentity Management for Research Collaboration
addresses the challenge of scientific laboratories and research
organisations of making huge amounts of data accessible by expanding
user bases in dynamic collaborations that cross organizational and

national boundaries.

® Obijectives are:

® Provide a common policy and trust framework for ldentity Management
based on eX|st|ng structures and federations elther presently in use by or
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Space ldentity Management
Federation Context

Single Sign On for any service supplied
by federated space organisations

Starting with European Organisations

Interoperability of users’ among
different space organisations

Easy access to data and services offered
by federated space organisations
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Inter Federation Context

® Extends the already mentioned
federation benefits one level more by

Inter Federation joining existing federations.
Service ¢ How to join:

® Be afederation: Space IM

Scientific

Communities
(CERN, PSI, CNR...)

Federation

Space
IM Federaticon

® Scientific

Other

Communities
(arts and humanity,...)

® Academic

1N
® Social Networks

Nasa

® Users can access data with

their google/facebook/
Academic

Communities linkedin accounts
i ities, GARR
\ (universities ) = Users don't need =

Social remember their specific

Networks credentials

(facebook, google,
linkedin...) ® Level of trust not assured
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Conclusions

® Federated ldentity Management technology
creates opportunities:

® Provides technical solutions for cooperative
scenarios

® Enable Organisations to increase data
dlstrlbutlon via a S|mpln°ed user access

. I AR et s S T ' Vs 1% ;_ ‘N\. b . ATy i i L i
H i P Tt s o ':':."\—"‘ ."" ’ s> el i oF -"' ‘ 5 .'l g ! s L3 -’-' .' 9".? u' I‘_ T ' ALY “"‘-*"" "-.. Ate) Ve ’
RSN LR - i . e wa s, X R = LRIV STy T B P e I & M 55




Next Steps

® Kick-off FIM internal project for building the
baseline for Identity Management Federation:

® Design and implementation building
blocks for FIM

® Establish Internal ESA EO Federation
(e.g. Copernicus, Multi Mission, Earth

Explorers etc)

® Build capabilities to join existing
federations ( e.g. Joining IDEM/
EDUGAIN)



